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Overview

 Public, Private, and Mixed/Hybrid Access
Modes

 SSIDs, Network Encryption, and
Methodology

 SSIDs as Labels; Keywords,  Indicators, and
Marking Space

 Future Implications
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SSID Density

58 SSIDs detected in
one location
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Wireless Networks and Sharing
285 named
networks
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Wireless Networks and Sharing
103 unencrypted
networks
identified
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SSIDs and Network Encryption

 Service Set Identifiers (SSIDs) are 32
character text strings used to indicate the
network name

 Routers can be set to broadcast or not
broadcast this data

 At the router, wireless traffic can be
unencrypted, or encrypted with Wired
Equivalent Privacy (WEP) or WiFi Protected
Access (WPA) methods
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Methodology

 Wireless Radio Surveys
 605 SSIDs detected

 Case Studies
 Ile Sans Fils and Wireless Nomad

 Wireless Geographic Locating Engine
(WiGLE) database
 Nearly 3 million entires
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Encryption as an Indicator

 Encryption status is often the first sign
 Unencrypted may indicate intention to share
 Unencrypted and blank or manufacturer network

name may indicate software defaults
 Implications for the widespread use of software

defaults (Shah & Sandvig, 2005)
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SSIDs as Labels
 External labels

 53Tyrell, 350Huron
 Gowlings-Toronto, weirfoulds

 Internal Labels
 sweetpea, piggy1001, MyNet,

 Hybrid Labels
 Paul & Diana Wireless, Todd’s Net

 Warning Labels (external)
 Privatenet, Get Lost!, getyourownlan
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SSIDs as Labels con’t.

 Many types of organizations rely on SSIDs as
the only way to communicate with signal
receivers
 Wireless community groups, companies,

individuals
 Problematic: how do you indicate or express

intention?
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Keywords as Indicators

 Keywords can be effective
 “free”, “public”, URL

 What do you do with a URL?
 You look it up
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Indicating Public Space

 Ile Sans Fils Example
 Community oriented hotspot providers
 Use www.ilesansfils.org as their SSID at all

locations
 Signs, stickers, updated ISF Google Map of

hotspots, t-shirts all reinforce notion of public
space

 Sharing not Stealing of WiFi signals
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ISF Hotspot Map
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Wireless for Sharing

 Wireless Nomad, FON
 Wireless Nomad based in Toronto, FON is world-

wide (Europe-based)
 Alternative between all open and all closed

broadcasting
 Allows for sharing in a controlled and centrally

administered way
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Future Implications

 SSIDs are simple and low-tech but have
impacted individuals, corporations, and
community groups

 Important for delineating public, private, and
mixed/hybrid spaces

 Systems design implications: easier to modify
router settings, an additional broadcast text
field?
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Future Implications con’t.

 Are conventions emerging regarding SSID
naming?

 When SSIDs are used with WiFi sharing
projects (e.g. ISF, FON), is there a potential
to alter some perceptions about individual
bandwidth as private space only?
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Thank you

Please visit
www.cwirp.ca

www.cracin.ca


